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Code42 Incydr and Nullafi Shield

A key piece of proper data protection 
and Insider Risk Management 
strategies is to ensure Personally 
Identifiable Information (PII) and other 
sensitive business data is not misused, 
leaked or stolen by employees. One 
way to protect this data is by controlling 
who has access to certain information 
across your systems–and when. That’s 
where Code42 Incydr and Nullafi Shield 
come together. 

Identify Users with Risky Activity
Code42 Incydr is an Insider Risk Management solution 
that allows security teams to detect and respond to data 
exposure and exfiltration from corporate computers, 
cloud, and email systems in order to stop data leakage 
and theft without slowing users down. 

Intercept and Redact Sensitive Data 
Nullafi Shield intercepts data at the network level to 
ensure users see only the data they need to see, in any 
app, giving your organization unprecedented control 
over data access. No need for complex tools, blocking 
data wholesale, or maintaining manual fixes.

Integration Benefits:
 �  Identify users with a high likelihood of data 
exposure, leak and theft.

 �  Mitigate risk to data by restricting access to 
predefined data types and fields.

 �  Protect regulated data across applications, 
including Customer Relationship Management 
(CRM) and Marketing Automation systems. 

How Incydr and Nullafi Shield Work Together 
to Protect Data:

 �  Incydr notifies Nullafi Shield of the employees on 
Watchlists who should be put on a data access 
control policy. These Nullafi Shield policies 
use natural language so even less technical 
practitioners can quickly govern data access at the 
most granular level.

 �  When prompted by Incydr, Nullafi Shield will 
intercept sensitive data before it’s displayed on the 
user’s device and ensure any fields with sensitive 
data are also redacted if downloaded.

 �  Together, Incydr and Nullafi Shield ensure sensitive 
data such as social security numbers, tax IDs, 
SWIFT codes, phone numbers, user names, emails, 
addresses, banking information, account numbers, 
or PII such as personal health information (as well 
as many other data types) are all detected and 
redacted as needed.

 of security leaders don’t 
know how much sensitive 
data departing  
employees take. 

 
– Code42 Data Exposure Report 2021
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About Code42
Code42 is the leader in Insider Risk Management. Native to the cloud, the Code42® Incydr™ solution 
rapidly detects data loss and speeds incident response without inhibiting employee productivity. 
Amplifying the e�ectiveness of Incydr are the Code42® Instructor™ microlearning solution, and Incydr’s 
full suite of expert services. With Code42, security professionals can protect corporate data and reduce 
insider threats while fostering an open and collaborative culture for employees. Innovative organizations, 
including the fastest-growing security companies, rely on Code42 to safeguard their ideas.
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BRIEF  INCYDR + NULLAFI SHIELD

Example Use Cases:
Proactively protect data from  
departing employees.

 �  After adding a departing employee to a Watchlist, 
Incydr notifies Nullafi Shield that a change should 
be made to an employee’s data access policy. 

 �  Nullafi Shield then intercepts sensitive data such as 
phone numbers, addresses, payment information 
and more. This data is redacted so it cannot be 
viewed, downloaded or exfiltrated. 

 �  Notably, the integration can be used for sales 
and marketing employees to protect critical data 
within CRMs like Salesforce and Zoho CRM, 
or within Marketing Automation platforms like 
Marketo and Eloqua. 

Respond to detected insider threats by 
containing risk to data.

 �  After detecting a critical or high severity data 
exposure event, Incydr notifies Nullafi Shield that 
a change should be made to an employee’s data 
access policy. 

 �  Nullafi Shield then intercepts sensitive data such as 
phone numbers, addresses, payment information 
and more and redacts it so it cannot be viewed, 
downloaded or exfiltrated. 

 �  Through this process, Incydr and Nullafi Shield work 
together to contain risk to data following an insider 
threat event.

Specifications:
 �  Free integration available to joint customers of 
Code42 Incydr and Nullafi Shield.

 �  Incydr is a cloud-native SaaS solution deployed 
using a cross-platform endpoint agent and direct API 
integrations which perform cloud-based monitoring.

 �  Nullafi Shield has no application integrations and 
can be set up within 15 minutes by changing a 
single configuration file in your network. It easily 
integrates with proxies, reverse proxies, gateways, 
and other network technologies.

About Nullafi
Nullafi is a fast-growing provider of data security 
software that helps customers quickly, easily, and 
comprehensively detect and redact sensitive data, 
automate policy enforcement, and eliminate risks 
such as data leakage, inadvertent access, and 
improper downloading – all while allowing business to 
continue without interruption. With Nullafi, users see 
only the data they need to see, giving organizations 
unprecedented control. The company serves primarily 
mid-market companies, technology resellers, and 
application developers in North America. With rave 
reviews from analysts, multiple patents granted, and 
key partnerships already established, Nullafi is well-
positioned to transform data security as we know it. For 
more information, visit www.nullafi.com.
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